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Kynpok bepunaguraH casonnap

“ONE-NET” siroHa onepaTtopura yraHull y4yH KaHOaw TeXHosnorusanap mwnatmnagum?
NETFLOW mexHosnoz2usicu 6ytiuda amasnza owupusadu.

Busra axpartunran |P agpecnap Tac-UX pynxartura KywunraHmm?

Xa

UHTepHeT OunaH 60FNuK MyamMmMoriapHu KaHgan aHuKnai Kepak?

“ONE-NET” mapmoruaa ynaHa2aH MUXo3siap myHy-KyH MOHUMOPUH2 Ha3opamuoda
6ynadu 6yHOaH mawkKapu Kyltiuda2u paKkamaa Mypo)kaam KusicaHa2u3 6ynaodu (71)-
203-30-05

GPON TexHonorusicu opkanu “ONE-NET” asroHa onepatopu ynaHca 6ynagumm?
GPON mexHonoausicu “ONE-NET” s2coHa onepamopu mexHosio2usscu2a MoC
KenmMmatiou.

KaHua IP agpec axapaTtunagn?

|IP_adpecnap muxo3nap 6aéHomu ea aXmuéxuaa Kypa axpamusaou.
AroHa onepatopra ynaHuw y4yH KaHAanM KoMMyTaTtopriap vwnartunagu?
1 [6um/c me3nukaa 32a L2 dapaxasiu KOMMymamopJap uwaamusaou.

“ONE-NET” onepaTopura ynaHuw y4yH MUXO3 Y3 KOMMYTaTOPMHM ULLNATULLN
MYMKUHMU?

Azapda “ONE-NET” sseoHa onepamopu masnabnapuza xasob 6epcazuHa
OnepatopaaH ONTUK Torna anokKa NMMHUACU MUXKO3ravya KaHaau TawKunnawTUupusnran?

Y36eKkmesieKoM KoMnaHUsICU MU)o32a4ya 3H2 sSIKUH oriepamopdaH ornmuk moJia
mawsab 6epadu.
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CYBER
SECURITY
CENTER

» [laBnart opraHnapu Ba TalLKUNOTNapUHU cudoat
1N, XaBdPCcU3 UHTEPHET OMNaH TabMuUHMaLL, BED
canTnapHu KnbepxyxxymnapaaH xmmosnaiu
Makcaanaa “‘KnbepxaB@cmanumk mapkasn” Ba
"ONENET" aroHa onepaTtopu y3apo XaMKOPIuK
na “CHECK POINT” , “WAF” kypunma Ba BeD-
mnosanapugaH dpovganaHraH xonga kymmaaru
KeENTUPUO yTUMraH 1KOPW KypcaTkny Ba HaTUX-
anapra apuunb kennHmokaa.



- Mucon kunnb onagurad oyncak CHECK POINT
Xxumosnalu Kypunmacu 1 o gasomuga Typau
XWUI TaLlKunoTnapra xXy>Xym kuauiira oynraH
YPUHULLIITApHU aHuKI1ab bapTtapad aTMoKaa.
Kynnga xaBdCcusnuk KypunmvacuHm 6asm oup
XnucoboTnapu KypcaTtumnraH:



Axborot xulosasi

SECURITY CHECKQJ’

Bu  tekishiruv  hisobotida tarmogdagi
xavlsizlik natijalari  keltirilgan hisobotda
xavilarni  barataraf  etish  bo'vicha

masalahatlar taklif etilgan. Xavfni baholash
uchun Check Point kompaniyasi trafiklarda
quyidagi xavlsizlik tahdidlarini anigladi:
bilan
kompyuterlar, Yuqori xavf darajali veb
bostirib kirishga
Jkonfedensial ma' lumotlarni

zararli  dastrular kasallangan

dasturlar,
urinish
yo' qotish xavfi va hokazolar.

oot o' golish S
0

& Ma'lumotlarni
yo' gotishni taxminiy
hodisalari

Lo

Konfedensial
ma’ lumotlarni
kategoriyasi

Tashkilotdan turib  ichki  lokal
tarmoqdagi foydalanuvchilarni malumotlari sizib
chiqganiligini bildiradi.

tashqarida

317

Botlar bilan kasallangan
kompyuterlar

\\\ 1.4M
i C&C saytlari bilan

= aloqa

* C&C - Buyruq va boshqaruv. Agar proksi server
o' rnatigan bo"lsa qo shimcha zararlangan
kompyuter bo'lishi mumkin.

35

Zararli dasturlar tomonidan

yuklab olingan

. 138

Yuklab olingan nol kunlar antivirus imzosi

nomalum bo'lgan voki zararli dasturning noyob
sonini tagqdim etadi.

522

Dasturiy ta’ minotni noyob
zaifliklarini ishlatishga harakat
qilindi

Sizning tarmog’ ingizdagi potensial xujumni
ko rsatadi.

Yugqori havf bilan internetga kirish

Yuqori xaviga
ega veb dastrular

A 6.3TB

Potensial xavflar: Tarmog'ingizdagi zaif eshikni
ochib malumotlarni chigishi yoki

sizib

zararlanishiga olib keladi.

2 4.1K

Yuqori xaviga ega veb
saytlar

rﬂ 211.7K

Potensial xavflar: veb tahdidlarga moyil

bo'lgan .xavflar bularga misol: spamlar zararli

fishingli veb saytlar

X
] 73

SAAS Ko'rinadigan

dasturlar

_i_ SAAS dasturlarni
ishlatuvchi
foydalanuvchilar

Bizning dastur elektron pochtalarni himoya
qilish yechimi bilan integratsiya gilingan.
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Asosiy natijalardan biri » MITRE ATT&CK
Mitre Att&ck

Check Point SandBlast Network zararli dasturlarni aniglash va oldini olishda MITER ATT&CK tizimidan turli usullarda foydalanadi. SandBlast Network zararli fayl aniglanganda
ishlatiladigan usullarni ko'rsatadi.

MITER ATT&CK Tactics - Tahlilchi HOLY GRAIL Hujumchilar tomonidan go'llaniladigan 10 ta eng

yaxshi gro texnikasi

Hujumlar soni

Tizim jurnallarini tahlil qilish va tadqiq qilish va bartaraf etish uchun

Command and Scripting ...
24 0 K Initial Access asosiy tahdidlarni samarali aniglash xavfsizlik tahlilchisining eng katta )
. muammosidir. Aksariyat tashkilotlar har kuni zararli fayllarni oladi. Execuition through API
. Ilg'or himoya texnologiyasi va tahlilisiz zararli dastur tashkilot Service Execution
3 6. 2 K Execution tizimlarini buzishi va korporativ tarmogqlar orqali tarqalishi mumkin.. Windows Management I...
P ist Command-Line Interface
459 ersistence Yechim Exploitation for Client EX...
L. PowerShell
2 9 K Pr |V|Iege Check Point SandBlast Network zararli dasturlarni aniglash va oldini Ceheduled Task
¢ Escalation olishda MITER ATT&CK tizimidan turli usullarda foydalanadi.
1 2 5 0 Defence SandBlast Network zararli fayl aniqlanganda ishlatiladigan usullarni Seripting
. Evasion ko'rsatadi. 0 10K 20K 30K
591 Credential Access
Foydalanadigan 10 ta eng vaxshi gat'iyatlilik texnikasi
Discove ry Hujumchilar tomonidan qo'llaniladigan 10 ta eng yaxshi mudofaadan
* qochish texnikasi Change Default File Asso...
Masquerading
1 7 Latera l Movement Virtualization / Sandbox Evasion
File Deletion Hooking
Collection :
1 ® 2 K Web Service Shortcut Modification
Rootkit
9 6 Command and Valid Accounts Registry Run Keys / Start...
° Control st Secrty o0
. sabling >ecurity Tools Scheduled Task
481 EXﬁltratIon Execution Guardrails
Seripting Windows Management ...
785.6K P |
[ ) 0 50K 100K 0 100 200
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*Bup onMaa AHTU—60T dyHKLUMACUra

Teruwnum xasdnap 10 % HU TalKKUA
y3rapuiunapHu Ba

3TU6 6apuack Te3 SHruaaHue
TypaauraH konaanap acocuaa
TaxAMANapHW 6noKnaraH.

Application

control

*Bup o numnpa
Application control

_®yHKUMsACK éppammaa

pacTypnapaaru
Lwyéxanam

- TaxaAMANapHu 33 MUHT
| TaCMHW 610KnaraH.

3

O paBommaa IPS
dyHKUMACUTra
Tervwnu xasonap
nposanaep
MUICO3Tapura
KapaTunraH
XyxymaapHu 33 % HuU
TalKWa KMImé
6apuacu Y3 BakTuaa
aHWKNaHUG
6apaTtapad aTUraH.

*Bnp onHKU onn6
KapamauraH éyncak
TapMokJiapapo
aKpaHra éynraH
TYPJAK Xyxymnap

42 % HW TalKWa
9TW6 6apuacu
camapnanu

6apaTtapad aTUAraH.




“ONE-NET” aroHa onepaTtopu Ba
“‘KnbepxaBdcusnuk mapkasn” bunaH xamkopnukaa
Kynmuaaru xy>xym Ba xasdpnap y3 Baktmaa
baptapad aTunnd cndatnn NHTEPHET eTKa3nod
bepnnmokaa:

Tapmoknapapo/8kpaH opkanu 719 MmuHT XaBd Ba
Taxauanap KauTtapunraH.

IPS dbyHKUMACU opkanu xXamu 468 MUHE Typrn
XYP>KYMIapHU onan onnHaun.

Application contrel:«dyHKkUnacn epaamuga
Aacrypnapgarw wyoxanu ysrapvwinapHu Ba
TaxananapHy 33 MUHE TacuHK brioknarau.

AHTUOOT PyHKLMACK opKanu »ami 25 MUHI boTnap
aHUKNaHWO GrioknaHaw.

AHTUBUPYC PYHKLUMACK opkanu 818 Ta Bupycnap
aHUKINaHNO UyK KUITMHIaH.



* bup Heva orHM onnb KapanguraH bynca
“WAF" Tnanmmn Bed pecypcnapura
HMUucbaTaH amarira owunpunraH xxamm 839
MUHFAaH OPTUK KNDEepXY KymIiap
aHUKIaHnb dapTtapad aTunraH.
Knubepxy>XymMrnapHUHI acocun Typrapu
KynnaarunapgaH noopar:

« Knbepxyxymnap yowTupuriraH acocum
nasnarnap:



—

Knbepxyxymnap yrowTUpUsraH acocumn
Aasnarnap:

47118ta 19161 ta

22998 ta

270454 ta

GREENLAND
(DENMARK)

RUSSIA 228337 ta

30983 ta

f 25016 ta

= - = INDONESIA =

AUSTRALIA

4 86815 ta
T - - —

NEW.
ZELAND

Ly >xymnagaH, wybxanu cyposnapHu 6noknaw — 22,3 %; PHP mabnymoTtnapu

Tapkanuwmn-25,4 %; npotokonnapra xyxxym -10%; CKJ1-unbekuna-11,5 %; yeknaHraH cbannnapra
pyxcatcms kupuwra ypyHuw -12,4 % Ba 6owwkanap-18,4%

—_—____._—A
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xaBdhnap y3 Baktmaa
6aprtapach aTnmM6
cucatnu nHTepHeTt

eTKa3nb Gepunmokaa:

TapMoknapapo 3kpaH

IPS
Application control
Anti bot

Anti-virus

BynraH
Taxama Ba
XyXXymnap
COHMU

719 MUHr

468 MUHr
33 MUHr

25 MUHr

818 Tta

KantapunraH
E€KM
OGnoknaHraH
Taxauma Ba
XY>KyMnap COHM
719 MUHT

468 MUHr
33 MUHT

25 MUHr

818 Ta

XaBcgcunanuk Kypunmacu
TOMOHMAAH XUMOSI
KUWIIMHMaraH Taxauanap Ba
XYXXyMIiap COHU

0

M




SIEM tn3nmm (Security Information and Event Management )

SIEM TawKunotnapaarn Tmanmnapra xaBd conaérraH rTaxananapHu
aHUKNAW,TaxXAna Knnuw,baptapad sTmwga Xm3amaT Kunagu.

SIEM



SIEM TM3MMKMHM acocnii Basudanapu:

AX60pOT XaBPCM3INTU COXacUAa MabYMOTAAPHU TYNAaUAN, TaXAUA KMNaaM Ba Caknanaum.

Ax60pOT pecypcnapuHun HasopaT Ba XMMOA KUnaau.

AXx60pOoT XxaBPCM3NUTK coxacuaa KNbep Xy>KymaapHu aHMKNanam Ba TEKWIMPAAN.

Bapua nHdpaTysnaAMaHu ULWNALWNHU MOHUTOPUHT KMNaau.

XuncobotnapHu Tynnab bepagn.

TapMOK TONONOrMACUHM Yn3nb bepaan.



Tax M KUAULW YYYH MablyMOTAap Kynuaarn maHbanapaaH nusnnaam.

AHTMBUMpPYCNap ’

TapMOK KypUIManapuHu }KypHannapuaaH

TapmoKaap apo 3KpaHAapAaH

CepBepnap Ba KomntoTepnapaaH




Xy*KyMNapHW aHKKNaW Ba 6apTapad sTUW AacTypuaaH f%\

(IPS/IDS)

MabayMoTAaPHU YNKND KETULLNMHM ONAUHU ONULL
Aactypuaax (DLP)

MNouta CepBepnapuaaH @





